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ABSTRACT

IoT devices refer to embedded devices that can communicate with networks. Since there are various types of IoT devices
and they are widely used around us, in the event of an attack, damages such as personal information leakage can occur
depending on the type of device. While the security team analyzes IoT devices, they should target firmware as well as
software interfaces since IoT devices are operated by both of them. However, the problem is that it is not easy to extract
and analyze firmware and that it is not easy to manage product quality at a certain level even if the same target is
analyzed according to the analyst’s expertise within the security team. Therefore, in this paper, we intend to establish a
vulnerability analysis process for the firmware of IoT devices and present available tools for each step. Besides, we
organized the process from firmware acquisition to analysis of IoT devices produced by various commercial manufacturers,
and we wanted to prove their validity by applying it directly to drone analysis by various manufacturers.
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Fig. 1. Threats to loT devices(2)
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Table 4. UART analysis steps

Detailed

Tools Purpose
steps

Identifying the
transmission rate by
Identifying connecting a
the UART Jtagulator
port Analyzer to the
identified UART

port.

Jtagulator or Logic

Connect the
Jtagulator or Logic
Analyzer to the
identified UART port
to identify the
transfer rate

Jtagulator,
Logic
Analyzer

Identifying
the Baudrate

Jumper Connecting the
cable, identified UART port
UART to to a PC using
USB equipment such as
Connecting equipment USB-ISP

the UART Displaying data

port acquired by
Terminal connecting analysis
equipment with a
terminal program to
the user screen

program

Identifying the
MagicKey required
for shell connection
Through an analysis
of the firmware

Obtaining

Magic Key Disassembler

released

Obtaining shell
privileges through
UART connection
and Magic Key input

Obtaining
shell
privileges

Terminal
program
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Table 5. JTAG analysis steps

Detailed
Tools Purpose
steps
L Identifying the JTAG
Identifying b ting th
port by connecting the
the JTAG Jtagulator
€ aguiator pins of the board to the
port
Jtagulator.
Identifying the
Identifying processor used in the
the - device by collecting
processor information about the
subject of analysis
Connecting J Connecting to the
umper . "
to the Cabrie identified JTAG port
JTAG port using jumper cables
JTAG
. Connecting the JTAG
analysis . .
. . analysis equipment
Connecting | equipment . .
. (Trace32, J-Link, etc.)
debugging such as . . .
. suited the identified
equipment Trace32 .
architecture to the
and instrument
ins
J-Link
Software, Analyzing the device
terminals and extracting data
Extracting for the through debugging
data analytical using the connected
equipment | equipment and suitable
used software
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Table 6. IC chip memory dump steps

Detailed
Tools Purpose
steps
To identifying the type
of each pin through the
Identifying ~ identification number
IC chip or model name of the
memory chip used in
the PCB
Identifying dump
t t h
Identifying | Magnifyin | oo > Such as
the dum Glass BEPROM and
P g ’ FlashMemory through
target microscope .
a magnifying glass or
microscope
Acquiring a data sheet
. mapped to the chip by
Acquiring a .
- searching the model
data sheet
name of the dump
target
Identifying Identification of IC
IC chip Data sheet | chip information using
information data sheets
Identifying dat
Identifying entt },Img ata .
. . transmission/reception
instructions . . o
section by identifying
and Data Data sheet .
Data Flow Timing used
Flow
Timing(70) by command through
imin
& data sheet
Identifying the role of
Identifying Data entt ,ymg ero e'o
each pin by comparing
and sheet, .
. . " the pins of the
connecting identified ) e . .
hio Di IC chi identified IC chip with
chip pins chips
bp P the data sheet
Extracting internal
data b rformi
Programmi Arduino, ata by pe.zl Om_l ne
programming directly
ng for data Raspberry . .
tout Pi from information
outpu i
P obtained through data
sheets
Using Acquiring and
dedicated modifying firmware by
ROM .
tools for Write connecting a ROM
r
data writer to the identified
extraction IC chip.

2 Heo 24
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F%  FMK(Firmware Mode Kit)
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dJef= 10T 717114 we} ARM, MIPS & thokgt
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Get Firmware

v

i Selected
Identify whether . .
it is egrypted or Automation Static Analysis

- .
valid = Tool Selection
. Selected
Invalid l Dynamic Analysis

Identification File System Analysis and Connection —_—
Encrypt Type Decompression Emulator

l Valid l Automatic Valid

Invalid Valid Analysis Object ANasis
L Firmware and Target =
Decryption Settings

l Manual

Invalid

Invalid

Analysis
r

Connections Disassembler Using the Dynamic Using the_?otf;ic Analysis

/ Debugger Analysis Tool

Invalid Identification
Start Address
+ Valid

Identification Encrypt Module
and Vulnerability -
+

Analysis Encrypt Module
and Vulnerability

el Fail

Fig. 10. Firmware analysis process
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& us Jrh22).
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Fig. 11. Not setted start address(above), setted
start address(below)
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Table 7. Firmware analysis steps

Detailed
Tools Purpose
steps
Identifying whether to
bi Ik apply encryption to the
nwa
firmware by checking the
Identifying file s‘?ru‘cture and entropy
whether or Identifying whetber to
not to Hxd encrypt by checking the
Hex value of the binary
encrypt —
Identifying whether to be
Stri encrypted by checking
rings
& the string inside the
firmware
. Identifying the encryption
Identifying .
- method applied to the
the .
encryption firmware
Checking the block
method HxD €
pattern
Decryptin
tiz & Program | Programming to decrypt
. ming encrypted firmware
firmware
Repackaging firmware
. FMK after decompression,
Analyzing g s
modification
and —
. Acquiring important
decompressi . .
firmware information
. ne binwalk | such as file structure,
filesystems .
architecture, entropy,
and file system
Setting a target for the
Setting result to be analyzed,
analytics ~ and setting a target file
goals and corresponding to the
targets analysis target through
system commands
Identifying the
architecture and format
binwalk | through file structure
dentifi and file system analysis
I er;t}i ying functions of binwakl
e
architecture IdenFlfylng the
architecture and format
HxD through the firmware’s
Hex value pattern and
magic number
Converting the file to be
DA Pro analyzed into assembly
Connecting language through IDA
the Pro
disassembler GDB Debugging using GDB for
/debugger dynamic analysis
QEMU, Emulating for dynamic
Unicorn | analysis

Detailed
Tools Purpose
steps
Identifying the starting
Identifying IDA address using a
the starting Pro, disassembler, debugger,
address GDB etc. to specify a starting
point for analysis
Choosing an Selecting an automation
g. tool suitable for the
automation - c
tool characteristics of the
00
analysis target
Analyzing the
vulnerability
. Fuzzer R .
Using automatically using a
automatic fuzzer
analysis Analyzing the
vulnerabilit
tools ARG : y ‘
automatically using a
AEG
Connectin Configuring the
£ | QEMU, surne ,
to the . environment for using
Unicorn . .
emulator dynamic analysis tools
. Using static analysis
. . Disasse- .
Using static bl tools for firmware by
mbler, . .
analysis selecting and using an
Program .
tools R open source analysis tool
-ming .
through Github, etc.
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2
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AF S5 Apdesich. AF S Logic
Analyzers §3 #4% 2359 $x5 ARgs}e]

AgE £ glony 100use 9600bit, 17use
57600bit, 8.6ust 115200bite} ==} £
A =29 AL S (Fig. 12)9F o] 8.5us
Z 115200bitE AR&-sho}

A% £28 AHEe 5 UART ¥4 )<} g
g Z2aes AHEste] =29 UART T EO| A
sk & glode). (Fig. 13] UART ZEE o|&3t
U-Boot 4 35 3oz waels ud + 9
= 4 sy Zfolr}

— I 8.5 us| P 39.22 kHz IR 25.5 s

Fig. 12. Identification baudrate

RamBoot: Start

ITrying to boot from SPI

ISF: Got idcode ef 70 17 oe 00
se default flash ops...

lU-Boot 2010.06 (Mar 11 2017 - 15:33:50)
DRAM: 16 MiB

ISF: Got idcode ef 70 17 @@ 00
use default flash ops...

In: serial
out: serial
Err:  serial

JMC - FH_MMC: ©

MID:0x9c RBlock:512 WBlock:512 Chip:3831MB Name:“USDOO"

ISD:  Ver:2.0 High Capacity Speed:25000000Hz Bus Width:1bit
Net: ENC28360-MAC

reading rtthread.bin

** Unable to read "rtthread.bin” from mmc 0:1 **
Hit any key to stop autoboot: 0
lU-Boot #

Fig. 13. Get U-Boot shell

2= U-Boot A& 53 7 IC & AEE&
3] =29 neg ¥A% A3 Winbond AH 8-F
o2 745 SPI Flash Memorys A¥d 4
ot

$2le & A A¥9 Flash Memorys wiAte
2 Yg=zE £g37] Y 8- IC Test Clip=
AHE-8 CH341AZH= ROM Writersel ed4ste] H

32 da Ho

Fig. 14. Flash memory

Main Memony
Address 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OF OF 0123456789ABCDEF ~
88000008| F8 GO B7 A4 4F 41 42 44 01 00 80 00 03 08 00 0O
56000010 66 6O 06 0O CO 01 00 6O AA 55 55 AR FF FF FF FF
00000020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF __
86000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
seoooous FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
88000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
86000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
se8000090| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF __
880000A8| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..
86000088 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..
000000C6| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF __
86000008 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..
s80000E0| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF __
880000F8| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..
88000108 52 61 6D 62 6F 6F 74 00 00 00 60 00 00 0O 00 0
50000116| 60 00 00 OO 00 00 0O 00 00 00 0O 00 00 0O 00 00
56000126 82 1D 00 6O 00 10 00 0O 06 00 60 10 00 6O 00 16
58800136 10 00 00 00 B6 1F EA DD FF FF FF FF FF FF FF FF
88000148 53 50 4C OO 00 00 00 6O 0O 00 6O 0O 00 OO 0O 0O
58000150 68 00 00 00 60 00 00 00 0O 00 60 00 00 00 00 09 _ ...
00000166 68 AE 00 OO 00 00 01 00 0O 00 40 AD 00 0O 40 AD

Fig. 15. Flash memory dump
R
413 Hello] 24

IC A H=5 &3 =3 Hdol= ARM =2
AME AHsta 9lgler, binwalk &5 AHS-8)
o] gldAa A I BE JLRE 23S 4 glr)
=3t $8l= UART ZEE o|43 oA 53
HE ARE Eg FHee] uloliale] Azt il Al
gttt

ApaEl ggole] ZeAAsh A Fa= IDA
Pro¢} & t]rojAlia]s A48k 2=
Sk el ool ZaAAe} A=t
ol el sigate] HeofellA AHE= oAl
glojs #eld 4 slsler CFG(Code Flow
Graph)7HA] &Heldk &= 9lsict. o] F-2] Hgo] 4]
IAL dubAel Az el gk 2= AA F4

DECIMAL HEXADEC IMAL DESCRIPTION
4372 Ox1114

ARM instructions, function prologue

Fig. 16. Check firmware processor
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U-Boot # bdinfo

arch_number
env_t
boot_params
DRAM bank
-> start

-> size
ethaddr
ip_addr
baudrate
U-Boot #

Ox00002706F
Ox00000000
OxA0000100
0x00000000
OxA0000000
0x01000000
10:20:30:40:50:60
10.81.81.81
115200 bps

Fig. 17. Get firmware start address

1i $qp, Bx3CADE # _init

addu $qp, $t9

addiu $sp, —06z28

su $gp, Bx20+var_18{3sp)
su $ra, Bx2@+var_4{3sp)
su 3aqp, Bx2@+var_8(3sp)
bal loc_L4B672C

nop

Fig. 18. Disassembly of firmware binary
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Table 8. Results of each process experiment
Category Detailed Steps Drone A Drone B Drone C Drone D
Identifying the UART port 0] O O O
Identifying the Baudrate (0] X O O
UART Connecting the UART port 0 X O O
Obtaining Magic Key X X X X
Obtaining shell privileges O X X (0]
Identifying the JTAG port X X X X
Identifying the processor 0] O X O
JTAG -
Connecting to the JTAG port X X X X
Extracting data X X X X
Identifying IC chip 0] O O O
Identifying the dump target 0] O O O
Acquiring a data sheet 0O O X O
Identifying IC chip information 0] O X O
IC Chip Memory dentifying lnstruc'tl(')ns and Data 0 0 X 0
D Flow Timing
ump
Identifying and. connecting chip o 0 X 0
pins
Programming for data output X X X X
i i Is for
Using dedicated t‘oo s for data 0 ) X 0
extraction
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Category Detailed Steps Drone A Drone B Drone C Drone D

Checking the fi : dat

ecking the firmware update o 0 < 0
method
Firmware Download s -
4 Sniffing firmware update packets X X X X
an
Packet Sniffing Browsing the manufacturer’s 0 0 X o
homepage

Searching for research material X X X O

Identifyi hether tt
entifying whether or not to 0 X X 0

encrypt
Identifying the encryption method X X X X
Decrypting the firmware X X X X
Analyzi dd i
na yzmg‘an ecompressing 0 X X 0
filesystems
Setting analytics goals and targets O X X O
Firmware Analysis Identifying the architecture O (0] X 0]
Connecting the
. 0] X X O
disassembler/debugger

Identifying the starting address (0] X X O
Choosing an automation tool X X X X
Connecting to the emulator X X X X
Using automatic analysis tools X X X X
Using static analysis tools 0] X X O

AzAtell M= w7 EEe| it ¢7]/227] 5o A
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